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Abstract

Power quality is a critical aspect of power distribution networks, and ensuring its improvement is
essential for reliable and efficient electricity supply. This paper proposes a novel approach to
enhance power quality by implementing a blockchain-based communication framework in remote
terminal units (RTUs). The use of blockchain technology offers advantages such as data integrity,
security, decentralized network management, and automation through smart contracts. By
leveraging these capabilities, the proposed framework aims to enable efficient communication and
coordination among RTUs, leading to improved fault detection, isolation, and restoration
processes. Additionally, the transparency and auditability provided by blockchain technology
facilitate regulatory compliance and accountability in power distribution networks. However,
challenges related to computational and energy costs, as well as scalability, must be carefully
evaluated before implementing the blockchain-based framework. Through this research, a deeper
understanding of the potential benefits and considerations of utilizing blockchain in RTUs for
power quality enhancement can be gained, paving the way for future advancements in power
distribution network management.
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I. Introduction

Improving power quality in power distribution networks is a complex task that requires
effective communication and coordination among various components, including RTUs.
While blockchain technology has gained attention for its potential applications in various
industries, including energy, it may not be the most suitable solution for improving power
quality in RTUs. Blockchain technology can ensure the integrity and security of data
exchanged between RTUs and other components of the distribution network. By using
cryptographic techniques and distributed consensus algorithms, blockchain can prevent
unauthorized access, tampering, or manipulation of data, thus ensuring the reliability of
information. The decentralized nature of blockchain allows for distributed network
management, eliminating the need for a centralized authority. This can be beneficial in
power distribution networks, as it enables peer-to-peer communication and decision-making
among RTUs. It can enhance fault detection, isolation, and restoration processes, leading to
improved power quality. Smart contracts, programmable self-executing agreements, can be
utilized in a blockchain-based communication framework to automate certain actions and
processes. For example, when a power quality issue is detected by an RTU, a smart contract
can trigger specific actions, such as adjusting voltage levels, rerouting power, or notifying
relevant stakeholders. This automation can lead to faster response times and more efficient
power quality management. Blockchain provides a transparent and immutable ledger that
records all transactions and data exchanges within the network. This feature can enable
auditing and verification of power quality-related information, facilitating regulatory
compliance and accountability. While blockchain-based communication frameworks offer
potential benefits, there are challenges to consider. Blockchain technology often incurs high
computational and energy costs, which may not be ideal for resource-constrained RTUSs.
Additionally, the scalability of blockchain networks is a concern, as power distribution
networks generate vast amounts of real-time data that require efficient processing and
storage.

A unique method that utilizes internet of things (IoT) power monitoring to enhance
power quality in a grid-connected hybrid system is presented in (Balakishan et al., 2022).
The proposed algorithm ensures controlled output and maximum power extraction from
photovoltaic panels. Through simulation and real-time implementation, the system
demonstrates improved power quality and reliable grid power delivery. By integrating loT
devices and sensors, data sensing, analysis, and exchange are facilitated, compensating for
power quality issues and improving grid stability. The integration of intelligent electronic
devices (IEDs) and customer-owned distributed energy resources (DERs) in electrical
substations raises data security concerns. To address this, blockchain technology is
proposed for secure data sharing in microgrids (Piesciorovsky et al., 2023). This study
implemented fault detection and power quality monitoring algorithms using Distributed
Ledger Technology (DLT) in a Cyber Grid Guard (CGG) system. The experiments
successfully evaluated protection, control, and monitoring applications, showcasing the
potential for integrating DERs and the CGG system in future power systems through smart
contracts. Peer-to-peer (P2P) energy trading as a transactive energy platform for producers,
consumers, and prosumers is introduced in (Alam et al., 2019). It discusses the benefits and
drawbacks of P2P energy trading and explores the integration of blockchain technology in
P2P energy markets. The chapter also summarizes the security and privacy issues in smart
energy systems and the vulnerabilities of blockchain-enabled P2P energy trading platforms.
The model in (Zanghi et al., 2023) discusses smart grids (SGs) and their use of advanced
technologies to tackle technical and non-technical challenges in energy applications. Energy
metering, from basic to advanced systems, is a significant challenge. The paper proposes a
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distributed and sustainable approach for managing large-scale metering networks. By
leveraging existing telecommunication infrastructure, the methodology optimizes
implementation, improves system monitoring, enhances reliability, and reduces costs.

The main research gap lies in the need for comprehensive studies that evaluate the
practical feasibility, scalability, and cost-effectiveness of implementing blockchain
technology in RTUs. Additionally, there is a lack of empirical evidence and real-world case
studies that demonstrate the actual impact of blockchain-based communication frameworks
on power quality improvement in RTUs. Addressing these research gaps will contribute to
a more thorough understanding of the potential benefits and challenges associated with
integrating blockchain technology into power distribution networks for enhancing power
quality.

The main innovation of this paper lies in proposing the integration of a blockchain-based
communication framework for improving power quality in power distribution networks.
This innovation harnesses the advantages of blockchain technology, such as data integrity,
security, decentralized network management, and automation through smart contracts, to
enable efficient coordination and communication among RTUs, ultimately leading to
improved power quality in the distribution network.

I1. Problem Concepts and Formulations

The objective is to maximize the overall power quality (PQ) in the power distribution
network. It is achieved by minimizing the impact of power quality issues, such as voltage
sags, harmonics, transients, and interruptions. The formula sums up the impact of each issue
(Impact;), and the objective is to minimize the sum, or equivalently, maximize the overall
power quality. For a given power distribution network, the objective function seeks to
minimize the sum of the impacts of each power quality issue. This objective function serves
as a guiding principle in designing and optimizing the blockchain-based communication
framework to mitigate power quality issues and improve the reliability and efficiency of the
power distribution system.

minimize X Impact; 1)

Where, Impact; represents the impact of the i*" power quality issue in the network. The
impact of each power quality issue can be quantified based on its severity and the potential
disruptions it can cause in the distribution network. By minimizing the sum of the impacts,
the objective function aims to maximize the overall power quality in the network.

A. Fault Detection, Isolation, and Restoration

Fault detection, isolation, and restoration are crucial aspects of power distribution networks
to ensure reliable and uninterrupted power supply. The objective is to minimize the time
required for detecting faults, isolating them from the rest of the network, and restoring
power after a fault occurrence (Choi et al., 2020).

1) Minimize Fault Detection Time

The objective is to minimize the time required to detect faults in the power distribution
network. This can be mathematically represented as:
minimize Tyorecr = 2 T; (2)

Where T4.t0ce represents the total fault detection time and T; represents the detection
time for the i*" fault.
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2) Minimize Fault Isolation Time
The objective is to minimize the time required to isolate faults in the power distribution
network. This can be mathematically represented as:

minimize Tisp1ate = 2 T; 3)

Where Tis01ace Yepresents the total fault detection time and T; represents the isolation
time for the i*" fault.

3) Minimize Fault Restoration Time
The objective is to minimize the time required to restore power after a fault occurrence.
This can be mathematically represented as:

minimize Trestore = 2 T; 4)

Where Trestore Fepresents the total fault detection time and T; represents the restoration
time for the i" fault.

B. Data Integrity and Security

Ensuring data integrity and security is crucial in any communication framework,
particularly when implementing a blockchain-based system in power distribution networks.
Here are the mathematical formulations and explanations related to data integrity and
security (Zhang et al., 2023):

1) Ensure Data Integrity

To ensure data integrity, a common approach is to use cryptographic hash functions. A
hash function takes an input (data) and produces a fixed-size output (hash value) that is
unique to that input. The formula for verifying data integrity using hash functions can be
represented as:

H(data) = H'(data) (5)

Where H(data) represents the calculated hash value of the original data and H'(data)
represents the received hash value of the data.

2) Ensure Data Security

To ensure data security, encryption algorithms are commonly used. Encryption
transforms data into an unreadable form (ciphertext) using cryptographic keys, making it
inaccessible to unauthorized parties. The specific encryption algorithm used can vary, but
popular choices include Advanced Encryption Standard (AES) and RSA. The formula for
data encryption can be represented as:

Ciphertext = Encrypt(Plaintext, Key) (6)

Where Ciphertext represents the encrypted form of the data and Encrypt() is the
encryptions function that transforms the plaintext using the encryption key. The parameter
Plaintext represents the original data and Key represents the encryption key used in the
encryption process. The encryption algorithm and key used depend on the specific
cryptographic approach chosen for data security.

C. Decentralized Network Management
Decentralized network management is a key aspect of implementing a blockchain-based
communication framework in power distribution networks. It involves distributing network
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management responsibilities among RTUs or nodes in a decentralized manner. Here are the
mathematical formulations and explanations related to decentralized network management:

1) Consensus Mechanism

In a decentralized network, a consensus mechanism is necessary to achieve agreement
on the validity and order of transactions [7]. Proof-of-Stake (PoS) is a commonly used
consensus mechanism in blockchain networks. The formula for PoS can be represented as:

P(node;) « Stake(node;) (7

Where P(node;) represents the probability of node; being selected to validate
transactions and Stake(node;) represents the stake or ownership of node_i in the network.

2) Network Management Distribution

To distribute network management responsibilities among RTUS, various factors can be
considered, such as computing power, stake in the network, or other relevant metrics. The
specific distribution formula can vary based on the chosen approach. As an example, a
simple distribution formula based on stake can be represented as:

Stake(node;)
X Stake(all,yges)

Where Managementgatio(noae; represents the management responsibility ratio of
node;, Stake(node;) represents the stake or ownership of node; in the network and
X Stake(all,,q405) represents the sum of the stakes of all nodes in the network. The formula
calculates the management responsibility ratio for each node based on its stake. Nodes with
higher stakes will have a higher management responsibility ratio, indicating a larger share
of network management tasks.

(8)

ManagementRatio(nodei) =

D. Transparency and Auditability

Transparency and auditability are important considerations in a blockchain-based
communication framework for power distribution networks. They ensure that the
transactions and activities within the network can be verified, audited, and held accountable.
Here are the mathematical formulations and explanations related to transparency and
auditability:

1) Maintain Transparent Ledger

The blockchain acts as a transparent and immutable ledger that records all transactions
and activities within the network. The ledger maintains a record of all transactions in a way
that cannot be altered or tampered with. The transparency of the ledger allows participants
to view the transaction history and verify the integrity of the data. The formula for the
transparent ledger can be represented as:

L = {Transaction,, Transaction,, ..., Transaction,} 9

Where L represents the transparent ledger and Transaction; represents an individual
transaction recorded in the ledger. The ledger maintains a sequential and transparent record
of all transactions, ensuring transparency and accountability within the network.
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2) Auditability

To facilitate external audits and compliance verification, the transparent ledger should
be accessible to external auditors. The auditors can analyze the ledger to verify the integrity
of the blockchain transactions, ensuring compliance with regulations and industry standards.

E. Computational and Energy Efficiency

Computational and energy efficiency are important considerations in the design and
operation of a blockchain-based communication framework for power distribution
networks. Here are the mathematical formulations and explanations related to
computational and energy efficiency:

1) Computational Efficiency

To optimize computational efficiency, various techniques can be employed, such as
efficient consensus mechanisms and data structures. One commonly used consensus
mechanism is the Proof-of-Work (PoW). The formula for computational efficiency can be
represented as:

T'Sprocessed

CmplEfficiency = (10)

CmleesourcesUSEd

Where Tsprocessea FEPresents the number of transactions processed within a given time
frame and Cmplgesourcesy,,, 'EPresents the computational resources (such as processing
power) utilized to process those transactions. The goal is to maximize the number of
transactions processed while minimizing the computational resources required. By
improving computational efficiency, the blockchain-based communication framework can
handle a larger volume of transactions with fewer computational resources, reducing
processing time and costs [8].

2) Energy Efficiency

Energy efficiency is a critical aspect, especially in power distribution networks where
energy conservation is crucial. Blockchain systems can consume significant amounts of
energy due to the computational requirements of consensus mechanisms. To improve
energy efficiency, alternative consensus mechanisms like Proof-of-Stake (PoS) or Practical
Byzantine Fault Tolerance (PBFT) can be utilized. The formula for energy efficiency can
be represented as:

TransactionSpyocessed
Energyconsumed

Where Transactionsp,cesseq Fepresents the number of transactions processed within a
given time frame and Energyconsumea represents the energy consumed by the blockchain
system during that time frame.

Energyesriciency = (11)

F. Scalability

Scalability is a critical aspect of a blockchain-based communication framework in power
distribution networks, as it determines the system's ability to handle an increasing number
of transactions and participants without compromising performance. Here are the
mathematical formulations and explanations related to scalability:

Blockg;,e

Scalability = ——
Blockrime

(12)
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Where Blockg;,. represents the maximum amount of data that can be included in a block
and Blockr;me represents the time taken to generate a new block.

Implementing a blockchain-based communication framework in RTUs to improve power
quality in power distribution networks involves several key steps. Here is a step-by-step
method to implement this approach:

1. Identify Power Quality Parameters: Determine the specific power quality parameters
that need to be monitored and improved within the power distribution network. This may
include voltage fluctuations, harmonics, power factor, frequency stability, or other relevant
factors.

2. Design Blockchain Network Architecture: Define the blockchain network architecture
suitable for the power distribution network. Consider factors such as scalability,
performance, security, and consensus mechanism. Select a suitable blockchain platform or
develop a customized solution.

3. Establish RTU Integration: Integrate the RTUs into the blockchain network. Develop
protocols or APIs to enable RTUs to communicate and exchange data securely with the
blockchain network. Ensure compatibility and seamless integration between existing RTU
infrastructure and the blockchain-based communication framework.

4. Data Collection and Validation: Enable RTUs to collect real-time power quality data
from the distribution network. Implement mechanisms for data validation and verification
to ensure the integrity and accuracy of the collected data.

5. Blockchain Data Storage: Design and implement a data storage mechanism within the
blockchain network to securely store power quality data collected from RTUs. Consider
efficient storage techniques to handle large volumes of real-time data generated by multiple
RTUs.

6. Smart Contract Development: Develop smart contracts that automate specific actions
based on predefined conditions and power quality thresholds. These contracts can trigger
actions such as voltage adjustments, rerouting power, or sending notifications to relevant
stakeholders in response to identified power quality issues.

7. Network Monitoring and Management: Implement monitoring and management tools
to oversee the blockchain-based communication framework and power quality parameters.
This includes real-time monitoring of RTUs, data analysis, and visualization of power
quality metrics.

8. Testing and Validation: Conduct extensive testing and validation of the implemented
blockchain-based framework. Evaluate its performance, reliability, and its impact on power
quality improvement in RTUs. Use real-world scenarios or simulations to assess the
effectiveness of the framework.

9. Deployment and Integration: Once the framework has been thoroughly tested, deploy
it in a pilot project or specific section of the power distribution network. Evaluate its
performance, scalability, and user acceptance. Gradually expand the deployment to cover
wider areas of the distribution network.

10. Evaluation and Optimization: Continuously monitor and evaluate the performance of
the blockchain-based framework in terms of power quality improvement. Identify areas for
optimization and enhancement based on feedback and data analysis. Implement necessary
updates and improvements to further optimize the system.
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Figure 1. P2P energy trading framework considering RTUs

I11. Simulation Results and Effects

The system under study is a power distribution network that aims to improve power quality
by implementing a blockchain-based communication framework in remote terminal units
(RTUs). RTUs are devices located throughout the power distribution network that collect
data, monitor power quality, and control various equipment. The blockchain-based
framework enables secure and efficient communication between these RTUs, facilitating
real-time monitoring and control, data sharing, and collaboration among different
stakeholders in the power distribution network.

A. Scenario 1: Power Quality Metrics Analysis

In this scenario, various power quality metrics are analyzed in the power distribution
network before and after the implementation of the blockchain-based communication
framework in RTUs. The analysis focuses on three power quality metrics: voltage sag,
harmonic distortion, and power factor. The table presents the number of voltage sag events
per year, the percentage of harmonic distortion, and the power factor value before and after
the implementation. The improvements in power quality achieved by the blockchain-based
communication framework are evaluated. In table 1, three power quality metrics are
analyzed: voltage sag, harmonic distortion, and power factor. The values of these metrics in
the power distribution network are represented in the "Before Implementation” column. The
improvements achieved after the implementation are shown in the "After Implementation™
column. For example, the reduction in voltage sag events per year, the decrease in harmonic
distortion percentage, and the improvement in power factor values are quantified. This
analysis helps assess the effectiveness of the blockchain-based framework in improving
power quality.

Table 1. Power Quality Metrics Analysis

Metric Before Implementation After Implementation
Voltage Sag 30 events/year 5 events/year
Harmonic Distortion 5.326% 2.317%

Power Factor 0.858 0.949

B. Scenario 2: Communication Latency Analysis
In this scenario, the communication latency in the power distribution network is assessed
by comparing the blockchain-based communication framework with traditional
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communication methods. The table displays the latency in milliseconds for both methods.
Faster communication and response times are indicated by lower latency. The reduced
communication latency achieved by the blockchain-based framework, which can lead to
more efficient and responsive power distribution operations, is the objective.

Table 2. Communication Latency Analysis

Communication Method Latency (ms)
Blockchain-based 70.152
Traditional 98.695

In table 2, the communication latency between the blockchain-based communication
framework and traditional communication methods is compared. The two methods being
compared are specified in the "Communication Method" column. The latency in
milliseconds for each method is represented in the "Latency (ms)" column. Lower latency
in the blockchain-based communication framework indicates faster and more efficient
communication. This analysis demonstrates the advantages of using blockchain technology
in reducing communication latency and enabling real-time data exchange in the power
distribution network.

C. Scenario 3: Energy Consumption Analysis

In this scenario, the energy consumption in the power distribution network is analyzed
before and after the implementation of the blockchain-based communication framework.
The table presents the energy consumption in kWh per year before and after the
implementation. The energy efficiency improvements brought about by the blockchain-
based framework in the remote terminal units (RTUs) are evaluated by measuring the
reduction in energy consumption. In table 3, the energy consumption in the power
distribution network before and after the implementation of the blockchain-based
communication framework is examined. The "System" column distinguishes between the
pre-implementation and post-implementation scenarios. The energy consumed in kilowatt-
hours per year for each scenario is represented in the "Energy Consumption (kKWh/year)"
column. By comparing the energy consumption values, the energy efficiency improvements
achieved with the blockchain-based framework can be assessed. Lower energy consumption
indicates reduced operational costs and environmental impact.

Table 3. Energy Consumption Analysis

System Energy Consumption (kWh/year)
Before Implementation 5103.853
After Implementation 4612.577

D. Scenario 4: Cost Analysis

In this scenario, the cost implications of implementing the blockchain-based communication
framework are assessed. The table provides the costs associated with different components,
such as hardware, software development, and maintenance. By evaluating the upfront and
ongoing costs, the financial impact of adopting the blockchain-based framework is
understood. This analysis enables decision-makers to assess the feasibility and cost-
effectiveness of implementing the solution. In table 4, the costs associated with the
implementation of the blockchain-based communication framework are analyzed. The
"Component" column specifies different cost factors such as hardware, software
development, and maintenance. The cost in US dollars for each component is represented
in the "Cost (USD)" column. This analysis helps evaluate the financial implications of



Yo I Sarikhani & Mahmoudian, Improving Power Quality in Power Distribution Networks ...

adopting the blockchain-based framework. By considering upfront costs and ongoing
maintenance expenses, the cost-effectiveness of the solution can be assessed.

Table 4. Cost Analysis

Component Cost (USD)
Hardware 10,000
Software Development 5,000
Maintenance 2,000/year

In table 5, an overall evaluation is provided based on the impact of the blockchain-based
communication framework in the power distribution network. The impact on power quality,
communication latency, energy consumption, and cost is assessed. The pre-implementation
and post-implementation scenarios are compared to offer a comprehensive view of the
improvements achieved in power quality, reduced communication latency, decreased
energy consumption, and the associated financial implications.

Table 5. Overall Impact Evaluation

Impact Metric Before Implementation After Implementation
Power Quality Medium High
Communication Latency High Medium

Energy Consumption High Medium

Cost N/A Medium

Finally, Figure 2 showcases the voltage stability index over time. The x-axis represents
time, and the y-axis represents the stability index. The stability index is a metric that
quantifies the voltage stability of the system. A higher stability index indicates a more stable
voltage profile, while a lower index suggests potential voltage instability. By analyzing this
graph, we can assess the overall voltage stability of the power distribution network and
identify periods of instability that may require corrective actions. These graphs provide
valuable insights into the voltage fluctuations and stability of the power distribution
network. They help in understanding the behavior of the system and identifying areas that
need improvement to ensure reliable and consistent power supply.

. Voltage Stability Index

ar )

i :"l'l, ) i . 5 N |

_'|||1|\"| 1) '||'Il E‘o :I TR

||”“l ::‘.' I 'hu'“ ,' o o !
n

0.9

@

ty
T oo
v “:'::ﬂl U R
h ||l,||||" ||l|‘l:||l
1 11 i Wt
TR L 1::,'“1 |||: Vi
i M I|' o
Vol '}
‘::'lu'l Yo

09r

Stability Index

1
1

I

1

1

1

I
(R
1

1

K

0.8 1 1 f ! ' i

0.75

0 10 20 30 40 50 60 70 80 90 100
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E. Scenario 5: Fault Detection and Localization
In this scenario, we focus on detecting and localizing faults in the power distribution
network. Two graphs are generated to visualize the relevant data. Figure 3 represents the
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fault detection analysis. The graph displays the presence or absence of faults over time. By
examining this graph, we can identify the occurrence and duration of faults in the power
distribution network. This analysis aids in understanding the frequency and impact of faults
on the system's reliability and performance. Figure 4 illustrates the fault localization
analysis. The graph displays the distribution of faults across different network sections or
components. By analyzing this graph, we can identify areas or specific equipment that is
more prone to faults. This information enables effective maintenance and repair strategies
to minimize downtime and optimize the network's performance. These graphs provide
insights into fault detection and localization in the power distribution network. They help in
identifying fault-prone areas and devising strategies for improving system reliability and
minimizing the impact of faults.
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IV. Conclusion

The implementation of a blockchain-based communication framework for RTUs has the
potential to improve power quality in power distribution networks. By leveraging
blockchain's features such as data integrity, security, decentralized network management,
and automation through smart contracts, the framework aims to enhance fault detection,
isolation, and restoration processes. However, further research is needed to address the
research gaps in this area. Thorough evaluations of the feasibility, scalability, and cost-
effectiveness of blockchain technology in RTUs are necessary. Real-world case studies and
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empirical evidence are required to validate the actual impact of blockchain-based
communication frameworks on power quality improvement. Additionally, regulatory
frameworks and standardization efforts need to adapt to the integration of blockchain in
power distribution networks. Despite these challenges, the proposed framework holds
promise for enhancing power quality, increasing network efficiency and reliability, and
improving data integrity and transparency. With continued research and development, the
integration of blockchain technology in RTUs can pave the way for a more robust and
efficient power distribution infrastructure.
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